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Emerging Movement in Electronic Payment Methods and Systems
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Abstract :

In this paper an oveirview of electronic payment methods and systems is given. This
survey is done as part of the Digital India. Electronic payment systems can be grouped into three
broad classes: traditional money transactions, digital currency and creditdebit payments. Such
payment systems have a number of requirements: e.g. security, acceptability, convenience, cost,
anonymity, control, traceability and control of encryption methods. Some requirements appear
contradictory and tradeoffs have to be made: « traceability versus anonymity, * on-line versus
off-line, » use of dedicated tamper-resistance hardware versus software only. We further present .
an introduction to the basics of electronic money: encryption, digital signatures, anonymity, and
solutions to the double spending problem for digital cash. We give a survey of payment
mechanisms, that are either commercially or in a pilot version available today or have been
published recently

1 Introduction

This survey is conducted as part of the Digital India( India 2016). In this project we
develop and define the architecture of a new generation of mobile hand-held computers. The
design challenges lie primarily in the creation of a single architecture that allows the integration
of security functions (e.g. payment), externally offered services (e.g. airline ticket reservation),
‘personality” (i.e. these devices know what their owners want), and communication. The research
issues include: security, power consumption and communication, hybrid networks, data
consistency, and environment awareness. In this paper we will focus on one aspect of the Moby
Dick architecture: secure electronic payment systems. An objective of Moby Dick is to find out
whether we can provide a plausible and integrated solution for implementing secure payment .
mechanisms in very personal and relatively resource poor machines. In this survey we give an
overview of current trends in electronic payment as was found in the literature; we focus only on
the electronic payment mechanism, and not on transactions involved.

1.1Electronic Transactions Vs Payments
We make a distinction between electronic transaction protocols and electronic payment

protocols. While electronic payment deals with the actual money transfer, electronic transaction
protocols deals with the transactions as a whole. This includes: service delivery, service
acceptance, confirmation of payment, receipts, etc. Both are of importance for electronic
commerce systems. Electronic transaction protocols group together operations and implement
failure atomicity, permanence and serializability. An electronic transaction either fails or all of
its operations are carried out (failure atomicity). If a transaction fails all partially completed
results will be undone. All transactions that complete successfully can not be undone, and the
results of these transactions are not lost (permanence). The results of transactions that are carried
out concurrently will be the same as if they were carried out serially (serializability). Electronic
payment protocols transfer trust, either as cryptographically signed promises, or as digital cash.
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Signecpromisesprovetheauthenticityof asendeandthesender'sintentionto payfor aservice.
Thisis, essentiallyhow credit card systemswork. Digital cashis signedmessagerepresenting
real currencies Thesemessagedo not carry any identificationof the senderand are by
themselvesanonymousElectronictransactionand electronicpaymentzare orthogonalissues
andsolvedifferentproblemsA key pointis thatthe paymeniitselfis usuallyonly asmallpartof
theinteractiorwith a serviceprovider,anda systermrthatimplementselectroniccommercemust
alsoimplemenotheringredient:of electronictransaction<For exampleif amerchanpaysfor a
servicewith digital cash,but cannotproveafterwardsthatthe servicewasactuallypaidfor, the
systenwill notbevery securefor individuals.

1.2ElectronicPaymentModels

lectronic paymentsystemscan be groupecinto threebroadclassestraditional money
transactions creditdebit payments and digital currency. Traditional money transactions
Currently, debit cards are spreadwidely and deposittransfervia the Internetappearsto be
coming soon (White 1996).0n-line paymentby credit card is alreadyavailableat many
commerciaweb sitestoday.But theseareevolutionanyratherthanrevolutionarychangeswhat
happenbehindthe scenes- deposittransfer remainsthe same A problemof thesetype of
transactionis thatthe credit carddetailsmustbe handlecconfidential For securecreditcard
transactionsa customer'screditcardnumbeiis encryptecusingpublickey cryptographysothat
it canonly bereadby the merchaniThebig advantagof thisapproaclis thatthecustomeidoes
not needto beregisterecwith a networkpaymeniserviceall thatis needecis a credit card
number.However,without registratiorof customersthe encrypteccreditcardtransactiordoes
not constitutea signatureanyonewith knowledgeof the customer'scredit card numbercan
createan order for payment. Also, becausepaymentsprocessecusing this approachare
processe(s standarccredit card chargesthe costsare quite high so that this methodis not
suitedfor paymentswhoseamountsareon theorderof cents Credit-debipaymentsn payment
mechanismsthat use the credit-debit model, including CMU's NetBill, First Virtual's
InfoCommercesystem, and USC-ISI's NetChequesystem(Neumanand Medvinksky 1995),
customersareregisterecwith accountson paymeniserversand authorizechargesagainsthose
accountsThesesystemsdepencon conversiorto/from 'real’ currency.With the debitor check
approachthe customermaintainsa positivebalancethatis debitedwhena debit transactioror
checkis processecWith the creditapproachchargesare postecto the customer'saccountand
thecustomeiis billed for or subsequentlpaysthebalanceof theaccounto thepaymeniservice.
Electroniccredit/debiimoneycanbe representeby a digital chequejust like a normalbank
chequeThis paymenimethodis by definition notanonymousin this schemethebankhandsout
customeispecificblancchequeto its customersTo paya merchanthe customerfills in the
cheque(amountmerchananddate)andputsa digital signatureon it. The Inerchanverifiesthe
origin of the cheque(usingthe public key of the bank)andthe signatureof the customer An
importantadvantageof the credit-debitmodel is its auditability. Once a paymenthas been
depositedthe ownerof the debitedaccounicandetertninewho authorizecthe paymentThis is
importanfor paymentsby businesseanddesirableby individualsfor Inanyof theirtransactions.
The anonymitycan be solvedby introducinga trustecthird party, sometimescalled payment
serverWith a direct transferpaymentmodel the custometand merchantare registerecwith
accountona paymenserverin muchthe samewayaswith the credit-debiimodel. To makea
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