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Shripatrao Kadam Mahavidyalya, Shirwal Shripatrao Kadam Mahavidyalya, Shirwal
(Author) (Co-author)

Abstract :

In this paper an overview of electronic payment methods and systems is given. This
survey is done as part of the Digital India. Electronic payment systems can be grouped into three

broad classes: traditional money transactions, digital currency and creditdebit payments. Such

payment systems have a nunzber of requirements: e.g. security, acceptability, convenience, cost,
anonymity, control, traceability and control of encryption methods. Some requirements appear

contradictory and tradeoffs have to be made: Å traceability versus anonymity, Å on-line versus
off-line, Å use of dedicated tamper-resistance hardware versus software only. We further present
an introduction to the basics of electronic money: encryption, digital signatures, anonymity, and

solutions to the double spending problem for digital cash. We give a sun'ey of payment

mechanisms, that are either commercially or in a pilot version available today or have been
published recently

1 Introduction

This survey is conducted as part of the Digital India( India 2016). In this project we
develop and define the architecture of a new generation of mobile hand-held computers. The
design challenges lie primarily in the creation of a single architecture that allows the integration

of security functions (e.g. payment), externally offered services (e.g. airline ticket reservation),

'personalityÅ (i.e. these devices know what their owners want), and communication. The research

issues include: security, power consumption and communication, hybrid networks, data

consistency, and environment awareness. In this paper we will focus on one aspect of the Moby

Dick architecture: secure electronic payment systems. An objective of Moby Dick is to find out

whether we can provide a plausible and integrated solution for implementing secure payment

mechanisms in very personal and relatively resource poor machines. In this survey we give an
overview of current trends in electronic payment as was found in the literature; we focus only on

the electronic payment mechanism, and not on transactions involved.

1.1Electronic Transactions Vs Payments

We make a distinction between electronic transaction protocols and electronic payment

protocols. While electronic payment deals with the actual money transfer, electronic transaction

protocols deals with the transactions as a whole. This includes: service delivery, service
acceptance, confirmation of payment, receipts, etc. Both are of importance for electronic
commerce systems. Electronic transaction protocols group together operations and implement
failure atomicity, permanence and serializability. An electronic transaction either fails or all of
its operations are carried out (failure atomicity). If a transaction fails all partially completed
results will be undone. All transactions that complete successfully can not be undone, and the
results of these transactions are not lost (permanence). The results of transactions that are carried
out concurrently will be the same as if they were carried out serially (serializability). Electronic
payment protocols transfer trust, either as cryptographically signed promises, or as digital cash.
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Signed promises prove the authenticity of a sender and the sender's intention to pay for a service.
This is, essentially, how credit card systems work. Digital cash is signed messages representing
real currencies. These messages do not carry any identification of the sender and are by
themselves anonymous. Electronic transactions and electronic payments are orthogonal issues
and solve different problems. A key point is that the payment itself is usually only a small part of
the interaction with a service provider, and a system that implements electronic commerce must
also implement other ingredients of electronic transactions. For example, if a merchant pays for a
service with digital cash, but cannot prove afterwards that the service was actually paid for, the
system will not be very secure for individuals.

1.2Electronic Payment Models

lectronic payment systems can be grouped into three broad classes: traditional money
transactions, creditdebit payments and digital currency. Traditional money transactions
Currently, debit cards are spread widely and deposit transfer via the Internet appears to be

O
coming soon (White 1996). On-line payment by credit card is already available at many
commercial web sites today. But these are evolutionary rather than revolutionary changes. What
happens behind the scenes - deposit transfer - remains the same. A problem of these type of
transactions is that the credit card details must be handled confidential. For secure credit card
transactions, a customer's credit card number is encrypted using public key cryptography, so that
it can only be read by the merchant. The big advantage of this approach is that the customer does
not need to be registered with a network payment service; all that is needed is a credit card
number. However, without registration of customers, the encrypted credit card transaction does
not constitute a signature, anyone with knowledge of the customer's credit card number can
create an order for payment. Also, because payments processed using this approach are
processed as standard credit card charges, the costs are quite high so that this method is not
suited for payments whose amounts are on the order of cents. Credit-debit payments In payment
mechanisms that use the credit-debit model, including CMU's NetBill, First Virtual's
InfoCommerce system, and USC-ISI's NetCheque system (Neuman and Medvinksky 1995),
customers are registered with accounts on payment servers and authorize charges against those
accounts. These systems depend on conversion to/from 'real' currency. With the debit or check
approach, the customer maintains a positive balance that is debited when a debit transaction or
check is processed. With the credit approach, charges are posted to the customer's account and
the customer is billed for or subsequently pays the balance of the account to the payment service.
Electronic credit/debit money can be represented by a digital cheque, just like a normal bank
cheque. This payment method is by definition not anonymous. In this scheme the bank hands out
customer specific blanc cheques to its customers. To pay a merchant the customer fills in the
cheque (amount, merchant and date) and puts a digital signature on it. The Inerchant verifies the
origin of the cheque (using the public key of the bank) and the signature of the customer. An
important advantage of the credit-debit model is its auditability. Once a payment has been
deposited, the owner of the debited account can detertnine who authorized the payment. This is
important for payments by businesses and desirable by individuals for Inany of their transactions.
The anonymity can be solved by introducing a trustecl third party, sometimes called payment
server. With a direct transfer payment model the customer and merchant are registered with
accounts on a payment server in much the same way as with the credit-debit model. To make a
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